WO 44 & CSR d4d

I MAZ2 26l OpenSSL x| CI2EZINA Ol U2 MA
1.9 9 M-

$ openssl md5 * > rand.dat
2 I A AN

openssl genrsa —rand rand.cat —des3 1024 > key.pem

1l md5 = > rand.dat

» ey, pemn

Y, 1024 hit long modulus

3. MAE 3| A= 0125101 CSR AA
openssl req —new —key key.pem > csr.pem
(Enter PEM pass phrase : key HIZBHSA&EH)

- Country(=2JF 2E):

- State/province (/\I/CE A 018) :
- Locality(Al, 7, & &2 0I8):

- Organization(2 At 018) :

- Organization Unit(RMZE-0E =™
HALE QI EE 29 =)

O, "o o o

- Common Name(host name+domain name AlHIAE & X

URL) :
'O H4d's ZHotets UAIXIDOE LHEFLES E
FAIGHE A2

(Otef A& 3t)

B CSR =0l



be incorporated

zhed Mame or a OH,

MITErTCCA
VODHEWHT 2k

JAcGEAMNCWSE jHA
amPHLiEMICRE

CSR(Certificate Signing Request) &, 2I1SNH AY A QILIC.
Ol= XHAIO| XIS AAHOA DN g, AE=EAEE 24 S5tst TIUZ M
SI2ACE AMEHBHN SHE2H ELICH

—— =

= E-mail 2 Jl= EEA0A S4EULCH A
L




LIDE AHGL PuP j0jAMHBzkghki G
BAcTD1ZLcml Takldul CE Jhm HuM

Z8to
ZNE HZ2E(Word Ut JIEH |IE Z2AA Z20#E ALESHA

2E
OHMAIR)D 22 HAE HED|N SASHAAI. OIS AIF f12 SAUZ
LIEtLE= X EHIGHA Al 2
ToEN HE
-CIEANE cert.pem 2= MESLIC

M Conf O 4+A

oI= A (cert.pem)ItY = I(key.pem)lLES EA LCIHELZI0 SFAAIL.

( Ex. /usr/local/apache/conf/ssl )
3.httpd—ssl.conf IWHAN &8 L =H.

httpd—ssl.conf 2= SHA CIsS &0] VirtualHost 2 L=

ot AL,

<ifDefine SSL>

Listen 443

</ifDefine>

<VirtualHost _default_:443>
DocumentRoot "/xxx/html" (EC|& &£2])

=2
=



ServerName www.xxx.co.kr (21ES A URL)

ServerAdmin admin@xxx.co.kr

SSLENngine on

SSLCipherSuite
ALL:'ADH:IEXP56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL

Pas|
=

® VirtualHost @XM E2=20 Of2fX 2 SSL 2 22

1]
0x
ol

H =AS SLICHL

SSLCertificateFile /usr/local/apache/conf/ssl/cert.pem (21ZAH MY &)
SSLCertificateKeyFile /usr/local/apache/conf/ssl/key.pem (3| It &A)
* AIRO AH 2ISA2 32 U232 8832 =It otAO0F &LIC
SSLCACertificateFile /usr/local/apache/conf/ssl/secureCA.pem (A7
HOIoIE A Ime)
* =22 H AH 2SS A (128bit SSL)2 F R Cf
&HLICH.
SSLCACertificateFile /usr/local/apache/conf/ssl/intermediate.pem (22 ¢
HOIoIE A Ime)

0lo

o #E= =t otMOF

ol

—

ol

—

Ol

A

I

. OHIIXI M=7S

$ apachectl stop

$ apachectl start (1HILHS 4A)
.°J'LH|OIIIO1I/d =0l (oHCF https //URL @& =t0l)

0121 540] A1 MAIOIE DA 0 S1M0] el D7

SRR W A WO B3N AR 0 Hr | 20i= 3 Quc %'.H-I'Fr r-'dﬂi*‘l -'-l:“1-'-t°|-’l "Jﬂlﬁl-'i HEE L CE,
en 8 SH0| S5 FEIEI AEE W B E S8 B B MoE E -] o
m Er =10
ClOITI I AFEH RULIC OHOL W ALES FiM AL
. o

e | nau| = am)

El oaume
(I TEN 1
+ 5 DAL UE BELLC
= DM INE R ADE §ER BIIME
WE A wwe oot
wan: \etign Clase 1 Secess Serve T
RBa AF: G-l WEH -1
[Eananm. | wanems |

= ]

» ik ZESE




W ORI MARE HE AR & =7 28 (openssl)

= openssl 2 0|&0t JHQII|C HIZHSE BHPES = USLICH

1.9 OIY MARE BHHGH)I(openssl 0] EXE N U= CIEEZIHNMN &FH)
$ openssl rsa —des3 —in key.pem —out newkey.pem
Pass—Phrase € 2HE2H -
HEUe JIE WARE 24, & BHille MEZ2 A 2,

2.9 Y IHARAE ALHIGH [(openssl 0 AXIEI0 Ues CIHELINA EH)
$ openssl rsa —in key.pem —out newkey.pem

3.9 W AHS HARE =76t I(openssl 0 EXEHAH Us
CIHE2NAN &8)
$ openssl rsa —in key.pem des3 —out newkey.pem

H Conf Y43

" ExEH
Apache 1.x, 2.x, 2.2.x OlA &4
www.test.com, www.test2.com FIHSl IS AN & XI5

@ Httpd.conf B3 & X
(2.x Ol ssl.conf
2.2.x 0l httpd—ssl.conf)

- Virtualhost 2 3tLIS| ip 0l SIHS Q1IN HF (SIS ZE ZQ)
/usr/local/apache/conf/httpd.conf Ol & & (2.x 0l& ssl.conf, 2.2.x
l& httpd-ssl.conf)

1.5 JHel Key gt Cert 2ISA ME(CIE 200 HE)
/usr/local/apache/conf/ssl/test
/usr/local/apache/conf/ssl/test2 Ol X &,
httod.conf TN 23E2E =8 (2.x W& ssl.conf, 2.2.x Ol& httpd-
ssl.conf)

- key.pem Lt 1t cert.pem Lt A& = X 2lQl

Ol

A =Dt

ANARONCIES MO AR
SSLCACertificateFile/usr/local/apache/conf/ssl/secureCA.pem
22YOES MO AR

SSLCACertificateFile/usr/local/apache/conf/ssl/intermediate.pem

Ex.) www.test.com, www.test2.com
Ip : 192.168.0.2
3. conf It =& (OtcHatH)

W Conf LI+
<ifDefine SSL>
Listen 443
Listen 444 — 443 1t 444 SIH2] EE Listen
</ifDefine>
NameVirtualHost 192.168.10.12:443



NameVirtualHost 192.168.10.12:444 — NameVirtualHost & ZEE
&OotECh.

<VirtualHost _default_:443>

DocumentRoot "/xxx/html" (ECIZE2])

ServerName www.test.com:443 (21 A URL)

ServerAdmin admin@xxx.co.kr

SSLCertificateFile /usr/local/apache/conf/ssl/test/cert.pem (Q/ESA I}
&H)

SSLCertificateKeyFile /usr/local/apache/conf/ssl/test/key.pem (3| I}
&HN)

SSLCACertificateFile /usr/local/apache/conf/ssl/intermediate.pem
(22Y ASAHo &)

SSLCACertificateFile /usr/local/apache/conf/ssl/secureCA.pem

(AR S A2 ER)

</VirtualHost>

<VirtualHost _default_:444>

DocumentRoot "/xxx2/html!" (ECI2 E2|)
ServerName www.test2.com:444(2!S A URL)
ServerAdmin admin@xxx.co.kr

SSLCertificateFile /usr/local/apache/conf/ssl/test2/cert.pem (2/Z M I
&H)

SSLCertificateKeyFile /usr/local/apache/conf/ssl/test2/key.pem (3| I}
&H)

SSLCACertificateFile /usr/local/apache/conf/ssl/intermediate.pem
(B2Y USA9 AR)

SSLCACertificateFile /usr/local/apache/conf/ssl/secureCA.pem

(A0 s A9 AR)

</VirtualHost>

B Conf =& 3tH
MaxRegquest=PerChild O

Port. 80

<IfDefine SSLx
Listen 443
Lizten 444
< /TFDefine?

lzer nobody
Group nokbody

Servertamne www , test  con




cMirtuslHost 192,168,0,2:d435%

DﬂﬁHmEﬂtEDDt "Auzrdlocal Aepachehtdocs"
][l

Hermlﬂ TGDtLtrat COm

S35l Engine on

</WirtualHost

MirtualHost 192,168 .0, 2 tddd

DocumentRoot "/ ocal Aapache htdocs2 "

3 rHame www ,te m el
serverbdnin rootiEtest  com

SSLEngine on

| L [PEm

'zecurelH ., pen

rmediate pem

SSLCipherSuite ALL 3 1ADH: IEXPORTSE tRCA+RSA ¢ HHIGH $ +REDTUM # +L 0k 2 +55L w24 +EHP £ +=MHULL

SSLCipherSuite ALL :1ADH: IEXPORT 56 :RCA+RSH  AHIGH : +FEDTUM £ +LOW 3 +550L w22 +ERP £ +eMHULL

OMHIFXl M=PS
$ apachectl stop
$ apachectl startssl (2.2.x 0l& apachectl| start)

fol

A HOIXIoA &2l (HEY https://URL

J

Db https://URL:444

1

fol

o

]

)
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Ol &8 BALOIE CHAN O) HIO|X) 2} 5 L) np?
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