H o M4 % CSR M4
I MAZ2 26l OpenSSL X CI2EZINA Ol U2 MA
1.9 9 M-
$ openssl md5 * > rand.dat
2.9 A MM

openssl genrsa —rand rand.cat —des3 1024 > key.pem

genrea —rand rand,cat —desd 1024 » key,pen

3. dMHdE I AS 0|20t CSR MA
openssl req —new —key key.pem > csr.pem
(Enter PEM pass phrase : key HIZBSA&EH)

- Country(=2JF 2E):

- State/province (AlI/E2] &M 0IE) :
- Locality(Al, 7, & &2 0|8):

- Organization(2l Al 018) :

- Organization Unit(2 M E-0E =X
MAE DA EE , 29 S§) -

- Common Name(host name+domain name AHIAE & X

URL) :
=IO H4d's ZHotets AKX LHEFLES E
FAIGHEAIL.

(Otef Al 3t®H)

B CSR =0l



be incorporated

zhed Mame or a OH,

MITErTCCA
VODHEWHT 2k

JAnGBANOWSE jHA
mPNLiEMIQPF

= |

CSR(Certlflcate Slgnlng Request) =,
Ol XHAlOl EXIe 2AHHOIA DN 2t

LHEZZEE LSt M2 M
=S MEUAN 206HE28 ELICH

= MAAl. - ole CIXE ID ¢
PXROIH SagLITH AB IDE st 20 L}EPJLIE}



LIDE AHGL PuP j0jAMHBzkghki G
BAcTD1ZLcml Takldul CE Jhm HuM

ol=
e B 2= 22 WA (Word u JIE YIS TR2AA
T2 )22 AFREIA OHAAIQ)DN 22 HIAE HII|0 2AGHAAIL.
OIS NIl 212 SHAMEZ LIEILI=EX E0I6HA AL,

o= HE -CIEANZ cert.pem ©2 MESHLICH

Ml Conf O 4+A

CIE M (cert.pem)Ite F= Il(key.pem)tdS S CIHECI0 FHAIL.
( Ex. /usr/local/apache/conf/ssl )
3.httpd.conf ML WA &8 L =3, httpd.conf LS SHAM Gt &0l
VirtualHost 2 LHE= =80t AIL.

<ifDefine SSL> Listen 443 </ifDefine> - -——
————————————————— <VirtualHost _default_:443> DocumentRoot
"Ixxx/html" (ECIZ E2l) ServerName www.xxx.co.kr (1S Al URL)
ServerAdmin admin@xxx.co.kr SSLEngine on SSLCipherSuite
ALL:IADH:IEXP56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL
" VirtualHost A& 220 Olei M2 SSL 2l B22 HFo) =AM LI
SSLCertificateFile /usr/local/apache/conf/ssl/cert.pem (21 A It &)
SSLCertificateKeyFile /usr/local/apache/conf/ssl/key.pem (3| It &)
* ANAH AB 2SA2 B2 022 482 FIt otH0F LI



SSLCACertificateFile /usr/local/apache/conf/ssl/secureCA.pem (A7 01
N xj} 6}/;' OI:

S0 52 €8s F

AOIQEA THe)

—_— O

=224 A 2SS A (128bit SSL)2 2

gt LICt. SSLCACertificateFile /usr/local/apache/conf/ssl/intermediate.pem
(S2E HMIISAH otY)
OIS A =l

HS Qlad)

MTE $ apachectl stop $ apachectl! startss! (95| & &4

5. OHLHX|

6. °J'1H|O|I|01|/H 2ol (oH‘:* https //URL 22 =0l)
= iht = D FLIES |
i nn lnr'|.1.;|.u i <[ - om - P EATHE L

0250 paet MMOIE tfM 0 spmo] seium?
HOOM Sol= 2 UG HEMNE 3 AuA RINAA RASN HEUC.

i Eaii 0 TR PEu
jlE O i dposche GIOIRIE AbBSHEH 3By BRI UCH OHTHH B AEH Fad ZauL
T o i

R | nas| o6 20

=] eaumy
EEET S
+ B DAL UEE BEEUG
- B THE 58 AT gEE BINENE
wa o wrer el oom
waR: -

BE AP M08-E11 WE 206513

[Eaaunm.. | wmEaemm |
—== ]|
w e E AEE
W Conf I} =EH0l
l X322 MH &0ols6tD].

1. Conf IILOIA JIE QISAHS A

- SQIoH0F & Conf It
Apache 1.x & . httpd.conf
2 . ssl.conf

Apache 2.x &
. httpd—ssl.conf

4
2
Apache 2.2.x

40 40

avs

ol H o
=2 e

0

E+0|
—/ — .

=]
e

Conf I} QHOIl Otelel HES

0ll) SSLCertificateFile /usr/local/apache/conf/cert.pem (21 & A

ZELH)



] GA1UADWOEAWIFo DEE
el J1L Wb

]u_i T]_H]Hl.lH' |._]'|::rr||_._||_._|

I IFE-I-IIE-F} |l| u:iHF

QSN HX

CJE AUSAH WA
& JIES ASAHE UOE 0IS2=2 "1,
2

4

.

/usr/local/apache/conf/cert.pem
2007 E 4 € 0|F0 EE& AFRO 2SAHE
A X|8HLICY.

0ll) SSLCACertificateFile

/usr/local/apache/conf/secureCA.pem (Xl 2!

ME =, Apache € M Sol&AlI2L.

$ apachectl stop
$ apachectl startssl (FIHILEHS Q124)

— Apache 2.2.x = $ apachect| start
IHOIXINA &2l (HE https://URL 22

M OIENE P o
22 Cl2ER|0l (&S QISAS 22 0182

20l) - QBA

—/ —



Ao ST Sl

g_\'-| g e ik coamy' E-.l.h e
W LoDy Ul R B2LEEN | I | oD - - EATE - RN - 5
HOZE0 & FOMOE O A SEH Apache BME SEEWNHE FHIN 2NEE 50 AOTUC JAFE QD & H BURE AP ST dEE L

B SO SR

0215000 aret PAMOIE fM O SHMO] eIy

4,'.-'_*"‘44 ‘.:ivmu SO SRS a2 o AT It il HUUc @EANS "rAdn'H'I J-l."‘il‘*ul:l Rl ELALH HHELICE sosche Software

Foundabon® 8 BR0| =S J3I%108 ApEEE e B E CH @ T W S0 SHWEoIL 2N ENE B 5 ¥ Seud
ol B = ol EEDN SRS Haud
Ol H= soache HOIRE ABS=S 6H By FFRUUCH GOAE AFBH FaMd FABUCH

E‘AGHI

T R =]

e |mas)owam)

= BaM B

-LEEN L
<[5 EAES HEE REEUG

- S BNE B0 AN GEE BIANS

T2 I wewmioom

waR: Weifign Tlass 1 iacens S CA

RE Ad: S5-I MH 206513

_ = |||

o b 2ECS s -

W OHCID| IHARE A AM 2 =7 2 (openssl)

= openssl = 0|26t JHCID|9 HIYHSE HASE £ USLILCH
J| MY MARE BHAHGH | (openssl 0] AXIE 0 Ues CIAEL| A

23)

$ openssl rsa —des3 —in key.pem —out newkey.pem
Pass—Phrase 8 s HH&EH -
S0l JI&E HARKE 2, F Hllle M2 I

>
10
M
IS}
¥

o
]

Ot IHARE AtHISH [(openssl 01 XTI A= CIAELINA

&)

iz

$ openssl rsa —in key.pem —out newkey.pem

3.7 I AMIEE HARAE =75H)I(openssl 0l EXNEHAH U=
CIAEeloN &3)

$ openssl rsa —in key.pem des3 —out newkey.pem



W Conf Y&

T AxsH
Apache 1.x, 2.x, 2.2.x OlAN &%
www.test.com, www.test2.com FIHLl IS M &XI5tI|

@ Httpd.conf SF&EEH
(2.x Ol ssl.conf
2.2.x 0l httpd-ssl.conf)

- Virtualhost 2 otLIS| ip Ol FIHSl IS A & (FMHe ZE ZQ)
/usr/local/apache/conf/httpd.conf HIA &&(2.x 0l& ssl.conf, 2.2.x
& httpd-ssl.conf)

1.5 M2 Key gt Cert 2IESA ME(CIE 200 H&)
/usr/local/apache/conf/ssl/test
/usr/local/apache/conf/ssl/test2 0 X &,
httod.conf TIL WA 2HARE =& (2.x 0l ssl.conf, 2.2.x 0l
httpd—ssl.conf)

- key.pem It} cert.pem IIY & = X ool

Ol

A =0t

AMNANHCIES A AL
SSLCACertificateFile/usr/local/apache/conf/ssl/secureCA.pem
EEENEVEREE
SSLCACertificateFile/usr/local/apache/conf/ssl/intermediate.pem
Ex.) www.test.com, www.test?.com

Ip : 192.168.0.2
3. conf It =& (OtcHatH)

H Conf Y4+
<ifDefine SSL>
Listen 443
Listen 444 — 443 1} 444 SRSl EE Listen
</ifDefine>
NameVirtualHost 192.168.10.12:443
NameVirtualHost 192.168.10.12:444 — NameVirtualHost & ZEE
& 0t=C.
<VirtualHost _default_:443>
DocumentRoot "/xxx/html" (ECIH E2])
ServerName www.test.com:443 (21S A URL)
ServerAdmin admin@xxx.co.kr

SSL CertificateFile /usr/local/apache/conf/ssl/test/cert.pem (S!S A I}
AH)



SSLCertificateKeyFile /usr/local/apache/conf/ssl/test/key.pem (3| I
&%)

SSLCACertificateFile /usr/local/apache/conf/ssl/intermediate.pem
(S2E USA ER)

SSLCACertificateFile /usr/local/apache/conf/ssl/secureCA.pem

(A0 CUEA ER)

</VirtualHost>

<VirtualHost _default_:444>

DocumentRoot "/xxx2/html" (ECIZ E2l)
ServerName www.test2.com:444(21S A URL)
ServerAdmin admin@xxx.co.kr

SSLCertificateFile /usr/local/apache/conf/ssl/test?/cert.pem (SIS A
I £3)

SSLCertificateKeyFile /usr/local/apache/conf/ssl/test2/key.pem (3| I
HH)

SSLCACertificateFile /usr/local/apache/conf/ssl/intermediate.pem
(22Y 2ISAH9 H2R)

SSLCACertificateFile /usr/local/apache/conf/ssl/secureCA.pem

(A0 2ISA2 ER)

</VirtualHost>

Bl Conf =&3tH

MaxFeguestsPerChild O

Fort. 80

<IfDefine S5L*

/I Def ine

Uzer nobody
Group nobody

ServerMane wwu ,test  con




WET

S5LEngine on

SSLCipherSuite ALL 3 1ADH: IEXPORTSE tRCA+RSA ¢ HHIGH $ +FEDTUM £ +L Oz +55Lw 23 +EXHP £ +aMHULL

</irtualHost

OirtualHost 192, 168,02 tddd >

ocal Aapache htdocs?

+EDm*444

DJEumHHfPDDt "L

35LEngine on

SSLCipherSuite ALL 3 1ADH: IEXPORT 56 tRCA+RSA  AHIGH : +FEDTUM § +L O3 +55Lw 23 +EHP £ +eMHULL

S5LEC . JPEN
3 U, [Em

—41‘ 2 fPem

#
]
i)
0
[
=i
M 0
e
I
-
[i]
l

4. OIHXl M7=
$ apachect! stop
$ apachectl startss| (2.2.x 0l & apachectl start)

5. & HOIXINA &l (HEY https://URL Bt https://URL:444 )

Jon
|'O
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